BE3ONACHOCT
.I R -







UCHIOA YOKD CO_LTD gy
MADE IN JAPAN | FABRIQUE AU JRPON i




1. MA3U U HE AABALI HA APYTU XOPA B UHTEPHET AUUHATA CU

UMHOOPMALUST: MME, AAPEC, NMAPOAA OT EAEKTPOHHA MNOWA, NPOOUA B
COUUAAHA MPEXA, AMUEH TEAEPOHEH HOMEP,
YUUAUUWETO, B KOETO YUULL.

2. [MA3U U HE AABAY UHOOPMAUUS 3A MECTOPABOTATA UAU AUUEH
U CAYKEBEH TEAEGOHEH HOMEP HA POAUTEAUTE, HACTOMHUNUUTE,

BAUBKUTE, MPUSTEAUTE, CBYUEHMUUTE U NOSHATUTE CU BE3 TAXHO
PA3PELLEHME.
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3. MNA3U 1 HE UBMPAW AL U/ UAU HE KAUBAL OHAAMH CBOU CHUMKU
M BUAEA, BE3 NPEAU TOBA AA E OBCDAEHD
M BIETO PELUEHUME C POAUTEAUTE T

UAU XOPATA, KOUTO CE MPUNKAT 3A TEB.







‘4’. He U3NPAWAM U HE KAUBAI DHAAUH CHUMKU U BUAEA HA

MPUSTEAU, CbYUEHULU, POAHUHI, YUUTEAU, BAUIKU, NOSHAT U AP.,
BE3 NPEAU TOBA AA E OBCBAEHO C TAX, A B CAYUAUTE, KOTATO CE KACAE
3A TBOU MPUSTTEAU U CDYUEBHUUU, AA E CBIAACYBAHO OT TAXHA CTPAHA

1 C POAUTEAUTE UM/ YUUTEAU.

5. He OTTORAPA U HE OTRAPSIA NPUKAUEHI GAIAORE HA
EAEKTPOHHATA TU MNOWA, NOAYUEHA OT HENOIHAT NOAATEA. TS MOXKE
AA CHADPHKA BUPYC UAU APYTA SAOCBPEAHA NPOTPAMA, KOATO AA
YBPEAU KOMMOTBPA/ TEAEGOHA/ TABAETA/YCTPOUCTROTO TU UAU AA O
HANPABU YSSBUMO/ HEAOCTBMHO 34 BbHILEH AOCTDIN.

&. TOCHRETRBAM CE C POAUTEAUTE CU
/YUUTEA/BBIPACTEH, HA KOTOTO UMALL ACBEPUE,
MPEAU AA CBAAULL UAU UHCTAAUPALL HOBA MPOTPAMA/ MPUAOSKE-
HUE HA KOMMIOTDP, TEAEDOH, TABAET, KAKTO U HE MPABU HIULO,

KOETO MOXKE AA YBPEAU KOMIMOTBPA UAU UPE3 AAAEHO AECTBIUE
AA CE PABKPUST AAHHIM BA TEB 11 CEMEUCTBOTO TU.
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7 TF. HEWATA, KOUTO MPABULL B UHTEPHET, HE TPSBBA AA BPEAST HA
APYTU XOPA UAU AA MPOTUBOPEUAT HA YCTAHOBEHUTE NMPABUAA (UACT
OT THAX CA YPEAEHU B 3AKOHU, KOUTO Bb3PACTHIUTE NOZHABAT U MOTAT

N\  AA TU OBSICHAT).

g- TPabBA AA 3HAELL, UYE E SABPAHEHO AA CE U3MNOA3ZBA UY>KAO

MNOTPEBUTEACKO UME, NMAPOAA N EAEKTPOHHA MOWA. o
e
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_9. He NuULLIM 1 HE KAUBAM HUWO, KOETO MOXKE AA E OBUAHO UAU
YHUSUTEAHO 3A TEB, BAUSKUTE TU UAU 3A APYTU XOPA. BCUUKO B

UHTEPHET PAHO UAU KbCHO CE XBAWA U CE PABBUPA KOM E MPUUUHIIA
BPEAA HA APYT UOBEK UAU MPYTIA XOPA







10. He3ABABHO UHPOPMUPAL BB3PACTEH (POAUTEA, YUUTEA,
AUPEKTOP, MEAATOIMMUECKI CHBETHUK, APYT Bb3PACTEH, HA KOTOTO
UMALL ACBEPUE) UAU UHOGOPMUPAL CAYSKBUTE, KOTFATO MOMAAHELL HA
MATEPUAAU, KOUTO TE KAPAT AA CE UYBCTBALL HEYAOBHO UAU HA

MATEPUAAU C BPEAHO UAU HESAKOHHO CbABPSKAHUE, KOETO MOSKE AA
BbAE NOPHOTPAGUS, NMPONOBIABAHE HA HACUAUE U TEPOPUIDBM,

ETHUUECKA U PEAUMUO3HA HETOAEPAHTHOCT, ThbPIOBUS C HAPKOTUUM,
XAZAPT U AP.

11. He oTrorAPAL HA CHOBUWEHMS,
KOUTO CA OBUAHU, SAMAALLUTEAHM,
HENPUAUUHI UAU TE KAPAT

AA CE UYBCTBALL HEYAOBHO.
NHPOPMUPAL POAUTEAUTE CU

/KAACHUST PODKOBOAUTEA, YUUTEA,

AUPEKTOP, NEAATOTUUECKU CHBBETHUMK
UAU CAYKBUTE 3A TAKUBA CbOBUIEHUA.







12. AKo HAKOU TE OBUKAA UAU TOPMO3U OHAALIH, HE OTTOBAPS
TorA MOXKE AA TU HARPEAU MNOBEUE, OTKOAKOTO AKO 3AMbBAUULL U
CbBEPELL CUAU AA ADKAAARALL HA OTTOBOPEH Bb3PACTEH

(POAUTEA, YUUTEA, AUPEKTOP, MEAATOIUUECKI CHBETHIAK)

UAU CAYKBUTE. AKO CU ACCTATDUHO OTTOBOPEH, MOXKELL U CAM AA
AOKAAABALL, KATO MNOAAAELL CUTHAA HA CAMUS CAUAT UAU HA
NOCOUEBHNTE AAPECU:

/wwvw’/c.b*e.a;sq

WWW.CYBERCRIME.BG

WWW.SPASIDETE.COM
WWW.FACEBOOK..COM/BGCYBERCRIME
WWW.SAFENET.BG

U AA TO BAOKUPALL. AOBPE E AA HAMPABULL BEAHATA EKPAHHA CHUMKA
(ckPUMHLLOT) HA CbOTRETHUS PAZMOROP/ CHUMKA/BUAEOCHOBUWEHINE
UAU ChABPHKAHUE KATO EAEKTPOHHO AOKAZATEACTRO.




1.3. BHUMARAL, KOTATO PA3IORAPALL B YAT. [MomH!

MrAaruAC N21L
XOPATA OHAANH HE BUHAT U CA TE3U, 3A KOUTO CE MNPEACTABST U
MOT AT AA TbPCAT OMNPEAEAEHA UHPOPMAUUS, C KOSTO AA
3AOYNOTPEBST C TEB, BAU3KUTE TU UAU C APYTUTE XOPA.

MrAaBUAD N22

HE MPABU HUUIO HA APYT UOBEK B UHTEPHET, KOETO HE UCKALL AA TU
\ CAYUU LN HA TEB CAMUS.

1 4. Ao ce CAYUM AA NOMAAHELL HA UHGOPMAUUS UAU APYTO
CbADBPKAHUE B MPESKATA, KOETD HE TU XAPECBA UAU TE MAALLU NO
HAKAKDE HAUUH, MOSKELL AA MOAAAELL CUTHAA HA ABEHOHOWHATA U
BE3NAATHA HAUMOHAAHA TEAEGOHHA AUMHUS 3A ABUA 116 111

KbM ABPKABHATA ATEHUUS 3A 3AKPUAA HA AETETO,

HA OTAEA , KubepnepectbnHocT” a TABOIM kbm MBP
(HTTP//WWW.CYBERCRIME.BG/BG),

HA UEHTDBPA 3A BE3OMNACEH MHTEPHET HA AAPEC:
WWW.SAFENET.BG,
UAU HA TEXHUS TEAEPOH 124 123,

UAU TTPES UAT-MOAYAA HA

WWW.SAFENET.BG

o O



15. He npPreMAL CPEWM C AMUA,

C KOUTO CU CE BANO3IHAAN A B UHTEPHET,
OCBEH CAEA CbIAACUETO HA POAUTEAUTE TU.
MoMHU, UE XOPATA, C KOUTO CE
BAMNOIHABALL OHAAMNH, HE BUHATU CA TE3U,
3A KOUTO CE MNPEACTABST. ONUTBAM CE
BUHATU AA MPOBEPSBALL AAAU YOBEKDT
OTCPEWA HAUCTUHA E TO2U, 3A KOTOTO CE
MPEACTABS UPE3 MPOBEPKA MO UME, UMEMA,
CHUMKA U KOHTPOAEH BbMPOC, HA KOUTO BU
TPABBAADO AA BHAE OTTOBOPA, AKD E
HAUCTUHA TO3U. [PU CODMHEHIE MOXKE AA
NOAAAELL CUTHAA UAU AA NOTHPCULL CHRET
MNPE3 CAUTA HA UEHTDBPA 3A
BE3OMACEH UHTEPHET
WWW.SAFENET.BG.
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1.6. N2NoAZBAL HACTPOUKIUTE 3A BE2OMACHOCT U
SAUUTATA HA AUUHUTE AAHHIA HA COUMAAHUTE MPESKU,
MOBUAHUTE MPUAOSKEHUS U BPAYSDPUTE.

1. UN2N0oAZRAN GYHKUUSTA 2A BEZONACHO CbPUPAHE. HE
NOCEWABAM CANTOBE B MHTEPHET, KOUTO CA CbC CbADBPKAHUE,

HENOAXOAAWOD 3A AYAUTOPUS BAUBKA AD TBOSATA Bb3PACT.







1&. Uznoazeait TPYAHU (ADATU, C FAABHIU U MAAKU
BYKBU, UMOPU 11 CMEUMAAHU SHAUM) U PASAUUHI 3A
BCEKU CAUT NAPOAU.

'.1':9. UZNOAZBAL AHTUBUPYCHA MPOIPAMA, KOSITO CAEABA PEAOEBHO
AE CE OBHOBSBA. BAEAHO C Bb3PACTHU (POAUTEA, YUUTEA,
AUPEKTOP), NOAADPNKAL MOCAEAHUTE AKTYAAUBUPAHIA BEPCUM HA

BCUUKU NPOTPAMU U NMPUAOKEHMS.




20. AKO NOAZBALL OBWIM KOMIMIOTPU, BUHAT U MPOBEPTBAL AAAU CI
UBASZDA/UBASZAA OT MPOGUAA CU, CAEA KATO CBBPLIN UACA.

B CAYUAL, UE HAMEPULL YCTPOMCTBO, HA KOETO APYT YUEHUK E
PABOTUA, HO HE E BATBOPUA MNPOOUAA CU, BEAHAT A USAE3 BE3 AA
MPETAENKAALL, MPOMEHSILL UAU AOBABSILL MHGOPMAUUST B MPOPUAA MY.

21. TeaBeA AA UMALL MPEABUA, UE KOTATO MYBAUKYBALL HEBSPHA U
UBOTAUBHA UHGOPMAUUS 3A APYT UOBEK, AOPU C SCHATA MUCBA, YE
TOBA E LUEMA, TOBA MOXKE AA AOBEAE AC 3AOYTIOTPEBA U AD
HEMNPUSTHU MPEKUBSBAHUS 3A TO3U YOBEK.




BASKH KOoHTAKTL:

FABOM - oraen »RuBePneecTbnme e
WWW.CYBERCRIME. BC

PESONACEH UHTEPHET TEA. 124 12=
WWW.SAFENET R

EPOHMA AUHIIS 24 Atua 116 111
Kbm

HAumoHAAHA TEA

«
-
,A,'bP*ABHAT‘A ATEHUUS 34 SAKPUAA HA AETETO :
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KAUBAHE U CMNOAEASHE HA CHUMKIA

CHUMKI MAM BUAED HA ABTE, YUBHUK, POAUTEA, YUMTEA, AUPEKTOP, MCUXOAOT, PECYPCEH YUUTEA,
BAUSKU, MPUSTEAM, MNOSHATH UAU HETNOSHATU AMUA CA MYBAUYHD ACCTBMHU UBOEPAKEHNS B MHTEPHET,
KOUTO MOTAT Ak CA KAUEHU OT POAUTEAMTE UAU APYTU UABHOBE HA CEMELICTBOTO, MPUSTEAM,
CHYHBHIMUM U AP. TE3U, KOUTO CA T CMOABAMAN/ KAYUAN B MHTEPHET, MOXKE AA UMAT UBUSAC ACBPU
HAMEPEHUSA KbM HEMo/HEA. KOTATO CE KACAE 3A CHUIMKM, HA KOUTC HE CTE ABTOP, CBUUTE HE MOTAT AA
BbAAT MOASBAHU 1 NONYASPUBUPAH BE3 CbrAACUETD HA TEXHUS ABTOP. HO TAKOBA COADPHKAHUE MOXKE
AA HARDPHABA AYHOCTTA M ACCTOUHCTBOTO HA AMUETO. [MPENGPBLUMTEAHE E MO HIMKAKDE NOBOA AA HE
CE KAUBAT CHUMKK HA AETE, 3A KOUTO MMA U HALI-MAAKOTO CbMHEHIE, YE MOTAT AA MY HABPEAST 1 BE3
HEro®Bo CbrAAcHe. CNOABASHETO HA CHUMKK B UBCTD CPEWAHO SBAEBHUE B COUMAAHUTE MPEXIM, SATOBA
OCHOBHA MPENOPbKA E MOACBHN CHUMKM AA CE CMICABAST CAMO C XOPATA OT CTMIMCBKA C MPUATEAM HA
UOBEKA, KOKITD MCKA Ak KAUN CHUMKATA, U OWE NO-ACBPE — CAMO € MPYMATA HA HAM-BAMBKM MPUSTEAM
OT PEAAHUA KUBOT. BAKHO B, KOTATO CE CHUMA CbC CMAPTOOH, AA CE YBEPUTE, YE CHUMKMTE HE CE
KAUBAT ABTOMATHUUHO B MPOPUAA HA POAMTEAS MAK ABTETC B CAMTOBE KATC MHCTATPAM HANPUMEP. B
NPOPHUAMTE CU B COUMAAHIMTE MPEXKM TPABBA AA CTE CUMYPHM, YE CTE HACTPOUAM ACCTBMA AC CHIUMKKMTE
CH TAKA, YE A4 CE BUMNKAAT CAMO OT MPUSTEAUTE Bii. CbUlOTO CB OTHACH U 34 HACTPOMKUTE HA OBAAYHIA
YCAYTH, B KOUTO CE CBADPHKAT CHUMKM 1 MHPOPMALMA.




PANALLUUBU HOBUHIA

UNHOOPMAUMST C HEBAPHO CbADPKAHUE OT HEDGUUMAAHK USTOUHMUM. AEZUHGOPMAL MS. MAHHHYMLJHST
HA BSPHA UHOOPMAUUST C MOAMSTHA HA AAHH, GAKTI, OBCTOSTEACTBA. Cb3AATEAUTE HA GAALILEBA
HOBHU UBMNOASBAT TPAAMUMOHHI MEAUIHI NOXBATHA 3A NMPUBAMUAHE BHAMAHMETO HA UIMTATEAS,
HAMNPUMEP NPOBOKUPALLIA BATAABUS, HO YCNABAT AA TO BABAYAST U AA TD HAKAPAT AA NOBSPEA, UE

UHDOPMALIMATA, KOSTO UETE, B UCTUHCKA.
_—f-'_ a

KAK AA PASMNO3HAEM CAALLIBUTE HOBUHIA

* [TPABETE PARAUKA MEXAY OOUUUNAAHM, XYMOPUCTUYHM LU CEPUOZHU HOBUHAPCKU CAHUTORE. SANUTAATE
CE AAAU MOZHABATE MEAUATA U UMATE A 11 ACBEPUE! [POBEPETE AAAU ZATAABUETD, KOETO YECTD E
MPbMKO U CEHZAUMOHHD OTTOBAPH HA CHABPXHAHUETO HA HOBUHATA KATO MNPOBEPUTE HAKOAKD
CPUUHAAHI UBTOUHKKA U CPABHETE BPEMETO HA NMYBAUKRAUUSTA, AKTYAAHATA APYTA TAKABA
UHPOPMALUA OT HAKOAKD UETOUHIKA;

* [NPoBEPETE AAA HKYPHAAUCTDT B NOCOUMA KOHKPETHO USTOUHMKA HA UHEOPMAUIME AU
UHGOPMAUUSTA CE BASLPA HA APYTA CTATUSA. [TPOBEPETE AAAU OCHOBHST U3TOUHMK HA MHPOPMAUUS &
AOCTOBEPEH. BUHAM NOTAENKAAITE HAUAADTO UAM KPAS HA CTATUATA, KbAETO OBUKHOBEHO E MNOCOUEBH
UBTOUHUKDT HA MHEOPMAUMS. AKO CE KACAE 2A UHPOPMAUMS, KOATO NPOUBAUZA OT AbPSKABHA
UHCTUTYUUS, NPOBEPETE OHUUMAAHATA 1 CTPAHUUA AAAL GUMYPUPA TAZIM HOBUHA WA MNOTHPCETE
EKCMEPT MO TEMATA OT AAABHATA UHCTUTYUUS. AKO HE B NOCOUEBH UBTOUHUK, E PEAHO AA CE CbMHSBATE
B AOCTOBEPHOCTTA HA HOBUHATA. B MNOBEUETD AOCTOBEPHI MATEPUAA CE MNOCOURBA HAUMHA HA
CHBUPAHE HA UHPOPMAUUATA U ABTOPA HA NYBAUKAUUATA. PENCPBUMTEAHO E AA CE CPABHIA
UHPOPMAUUATA, AKC E MYBAUKYBAHA B PABAUYUHI USTOUHMLIM;

* AKRO NONAAHETE HA CTATUS, NYBAUKYBAHA B HEMOBHAT 3A BAC BAOT, A UHPOPMAUUSATA HE B
TUPASKUPAHA HUKDAE APYTAAE, TOBA E 3HAK, UE HOBUHATA MOXKE BU B QAALLUEA.

BUHAMU TBPCETE 1 APYTH PE3YATATH MO TEMATA, A AKO TE CA MAAKD UAW HUKAKEW, NO-AOBPE HE
PAZMPOCTPAHIBAMTE HOBUHATAS
* MPOBEPETE AATATA HA NYBAMKAUMSATA, TBA KATO UBCTO CTAPU U HEAKTYAAHM HOBUHM
CE MYCKAT KATC HOBM.




OHAAUH 1A KUBEPTOPMOSDT NPEACTABATBA USNOASBAHETO HA UHTEPHET 3A HAHACAHE HA
EMOUMOHAAHA BPEAA BBPXY APYTU XOPA. TOPMOZbT B UHTEPHET MOXKE A4 LMA PASAUUHIA GOPMIA.
Tort MOKE AA MUHARA MPES PAMNPOCTPAHIBAHE HA NOAUMPABATEAHU 1 OBUAHI TEKCTORE, CHUMKI A
BUAEOKAUMNOBE B CAMTOBE 3A CMOABASHE HA BUABOCDABPKAHUE KATO VBOXF U YOUTUBE, CHBAABAHE
HA GAALLMBU MPOGUAL C OBUAHD CHABPHKAHAE B COUMAAHU MPEXU KATO ASK.FM, (DEACBYK U
MHCTAIPAM, KAKTO U B CBOBIIEHUS L UIOBPANKEHUS B MPUAOKEHUS ZA KOMYHUKAUUS KATO CRAMN U
BAMEDLP, MAU B UBMPALWAHETO HA OBMAHI CHOBUWEHUS 1 KOMEHTAPU, B CBUIMUTE CAUTORBE U NAATOOPMUA.

KPASKBATA HA NPOPUA (XAKHAT NPOGUA) NPEACTABASBA NPUCBOABAHETO HA UYSKA NOTPEBUTEACKMU
NPOGUA B COUMANHA MPEXKA, MAATGOPMA 3A OBWYBAHE (HAMPUMEP DEMCBYK), BABKTPOHHA NOWA AU APYT
CAUT. KPAKBATA CTABA Bb3MOXKHA UPE3 BAUSAHE C MPABUAHATA NAPOAA U HEMHATA NOAMAHA C HOBA U
HEMSBECTHA 3A UOBEKA, HA KOIOTO NPUHAAAEKU NPOOUADT. BBIMOKHO & CABA KPAKBATA NMPOBUABT AA CE
UBMNOASBA BE3 3HAHUETO M CBIAACUETO HA MHPBOHAUAAHUS COBCTBEHUK. AKS HA ABTE NOA SAABAKUTEAHATA
3A NOBEUETD COUMAAHM MPEKMU BB3PACT OT 13 roAuHM (TA3U Bb3PACT & TAKABA, SAWOTO NO-TOASMATA UACT
OT MONYASPH COUMAAHI MPEXKI CA AMEPUKAHCKI U MPABUAATA 34 NOASBAHE CA CbOBPASEHM C
AMEPUKAHCKOTO 3AKOHOAATEACTBO) CE Cb3AABA COBCTBEH MPOOUA BbB (PEVICBYK, MHOTO B BAXKHO MPU U3BOPA
HA BB3PACT AA CE U3BEPE NOA 18 FOAMHM, THH KATO 3A HEMBAHOAETHIUTE MOTPEBUTEAM MMA BAKHIA

ACTBAHUTEAHM SAWMTA.

KPAKBATA HA AUUYUHI AAHHUA
E BMA KOMMOTBEPHO MPECTDBENAEHINE, MPUY KOETO CE NMPUACBUBAT
D‘IY)KAM AMUHM AAHHIM C UBA PUHAHCOBA IMBMAMA A 3ADYI'TDTPEEA
KATO TEMAEHE OT BAHKOBA CMETKA, AW KAHAMAATCTBAHE 34A KPEAUT
oT HY)KAD HMME. TABM onAcHCeCT Ne NPHUHUMMN HE SACATA No-MAAKHATE
AEBUA, KOUTO HE MPUTEKABAT ANUHA AOK‘(M EHTH, BAHKOBIK CMETKM
HAK KAPTU. HE NPU TUPIHEMAKBPUTE HAA 14-roAULHA BB3PACT
TO3M PHUCK CTABA AKTYAAEH.




OULLUUHT ATAKUTE cA HAU-PASNPOCTPAHEHATA GOPMA HA MHTEPHET UBMAMA U LUUPOKO
MBMNOAZSBAH MOXBAT OT KOMMIOTBPHI MPECTBMNHUUM 3A MOAYUABAHE HA BAKHA UHPOPMALUS. Tora
MPECTBIABHIE CE HAPUUA ,dULLT” (,PHISHING” — "SAPUBABAHE”, MPOUBAUBA OT FISHING — PUBOACE),
ZAUWOTO EAEKTPOHHUTE CHOBWEHUS, KOUTO CE PAZRMPAWAT, CA KATO ,BbAMUM" C OCHOBHA UEA
MOAYUATEAUTE AA CE ,XBAHAT" HA THAX MOPAAK CBOATA HEOTIUTHOCT W HEOCBEAODMEHOCT, KATD LM
oTToRoPAT. MPU PULLIMHTA USMAMHULMTE PASMPAWAT EAEKTPOHHA NOWA, KOATO MPETEHAWPA, YE MABA
OT MOUTEHA KOMMAHUA U CE OMUTBA AA YBEAU NOAYUATEAR AA AAAE BAKHA AUUHA UAU DUHAHCOBA
MHEOPMAUMA. EABKTPOHHOTO CLOBWEHIE OBUKHOBEHD MOAU AA CE USMPATAT AMUYHIA AAHHIA U AAHHM
3A BAHKOBA CMETKA B OTTOBOP UAU AA CE BLBEAAT HA YEBCAUT, KbM KOMTO UMA BPb3KA. TE3U AAHHM
CA HAMPUMEP MNOTPEBUTEACKI UMEHA, MAPOAU 1 HOMEPA HA KPEAUTHU KAPTU.

KAK CE MNASAPYBA BEZOMNACHO B UHTEPHET:

MeepaU AA NASAPYBATE OT BABKTPOHEH MATA3LIH, B MOAB3HO AA OBLPHETE
BHUMAHUE HAAUUHA AL B UHPOPMALMA 3A UMETO, AAPECA U TEABGOHA HA
TbrroeeuAa. He nmnyomm AA MPOBEPUTE U AAAU ACCTABUMKDT E MOCOUUA
MUBPUUHO MPABOTO B MO SAKOH AA CE OTKASKETE OT MOPBUKATA B PAMKUTE HA 14
A, MNoaezHo BU BUAO AA MPOUETETE BbE POPYMUTE OTIUBU OT APYTU
MOTPEBUTEAM, KOUTO BEUE CA MASAPYBAAU OT BbrPoCHUS ez\emnen MATA3H,
KbM KOUTO CTE CE HACOUMAU. THProBEUDT & AADKEH AA BU unqaomwA 3A
OCHOBHTE XAPAKTEPUCTUKU HA BCAKA OT HPEMAFAHMTE OT HEMO CTOKM U
Yeayru. Tor TPABBA AA NOCOUM TAXHATA LEHA C BRAIOUEHI BCUUKL AAHDUM U
TAKCU, KAKTO U CTOUHOCTTA HA NOWEHCKUTE MAM TPAHCIOPTHIATE PAZXOAM, AKO
HE CA BRAIOUEHI B KPAUHATA UEHA. HA CAUTA CABEABA AA BBAE MOCOUYEH
HAUMHDT HA NAAWAHE, ADCTABKA M USNDAHEHIUE HA ACTOBOPA. BALLE NPABO E AA
BBPHETE, BAKYNEHATA OT EAEBKTPOHEH MATAZUH CTOKA, AKO CE OKAKE ABGEKTHA.
PERAAMALIMATA CU 3BA ABPEKTHA CTOKA CAEABA AA NPEASBUITE B HAKOM OT
OBEKTUTE HA TEPIOBEUA, OT KOTroTO CTE S .?.AKY{'MAM. AKO THPIroBEUDLT YBAKMH
PEKAAMALUUATA BU, B PAMKUTE HA MECEU TPABBA MAMK AA PEMOHTUPA BESMAATHO
|} 3A BAC CTORATA MAUM AA A BAMEHU C HOBA. B CAYUALL, YE HE YCTEE AA CTOPU

EAHO OT ABETE, CABABA MAM AA HAMAAM UEHATA, UAK AA BOPHETE CTOKATA,
A TOV AA BM BB3CTAHOBU SANAATEHATA 3A HES CYMA.




SAUUNTA HA KOMMOTbPHUTE MPEKU
OT ONACHA EAEKTPOHMHA NOWA




1H‘E‘ TPABBA AA CE MPOABABA MHUUMATUBA A MOAYUABAHE HA MMEMA MUCMA OT MHTEPHET CTPAHMUM,
KOUTO MPEAAATAT BEZNAATHI UAK NAATEHU YCAYTU U CTOKU, YECTO MPEAANATAWM AA BU UZNPATAT
nroMouUumv No e-MAIL. DTKA*ETE TAKABA YGAYrA.

2. UMEPIA AAPECHT CE CMIOAEAS CAMO MPU HYSKAA U CAMD HA MPOBEPEHIA AUUA/ OPTAHUS AL,
KorATo ce NPEAABA MO BAMH UAK APYT MNOBOA, CE BHUMABA 2A CABEAHUTE ABE HEWA: NMBPEL AAAU
OPFAHUBAUVATA UAU UOBEKDT, KOUTD IO NOAYUABAT, WE BU USBNPATU HEMKBAAH UMEUIA; BTOPO,

MOSKE A AA CE PAZUMTA, UE LIMEDIA AAPECET HAMA AA BBAE AAAEH HA TPETC AMUE.

2. He CE OTBAPST UMBUAUTE B HEXXEAAHA NowA. HUKOrA HE OTBAPANTE
MPUKAUEH GANAOBE B CbOBWEHIS OT HEMNOZHAT UBNPAUWLAY. AKO HE CE MOZHABA
UMETO B NOAETO ,OT1", HE OTBAPANTE NPUKAUEHIMS AUA. BHUMABALITE C

OBPBUWEHUATA Mr/ Mrs/DEAR.

‘4’./4:!(0 CE NoAYYH HECHUAKBAHD CHOBUWEHME CbC CTPAHEH MPUKAYEH PAMA OT MOSHAT
HMZMPALULLAY, TO BU MOTAD AA CHDADPXHA BUPYC. MHOTO BACBPEAH MPOTPAMU CE
PASNPOCTPAHABAT AC BOUMUKIA KOHTAKTH, KOUTE HAMEPSAT B NOWATA HA SAPASEHIASA
KOMMIOTBHP. TAKUBA CHbOBWEHIA UECTO MMAT CTPAHHA TEMA MAM UME HA MPUKAUBHUA GAMA.
UeeTo TORA € WEMOBUTD CHOBUWEHIME, HACBPUABALID NOAYUATEASA AA BUAU KAPTUHIKA MAU AA
MPOUBTE NPUKAUEH TEKCTOBM PANA. BUHATM USUCKBAUTE NOTELPKABHWE OT UBMPAWAUYA,
NMPEAU AA OTBOPUTE CBOBUIEHIE AU MPUKAUEH DANA OT TAKDE BUA.

5. MNroreraeA CE MBAHOTS UME HA MPUKAUEHUS
DAUAA. CKPUTUTE PASLUMUPEHMS OT UMETD HA DAUIAA
MOTAT AA BABAYAAT AA OTBOPUTE BAPASEH MPUKAUEH
DALA OT UMEHAA. BUHATU CE MPOBEPTBA AAAM MEIA
APUACKEHIMETO MOKAZBA MBAHOTD MME HA
MPUKAUEHUS GAMA, BRAICUMTEAHO PASLUMPEHIMETO.
BUPYCU U UEPBEU MOTAT AA CE CBABPXHKAT BbE
PAVADBE, KOUTE MITAEKAAT KATO KAPTUHKH,
HAMPUMEP C PASLUUPEHUE JPg. Ho & Bb3MoKHD AA
UMAT CKPUTD PASLUUPEHIUE, KATO .EXE UAU .VBS KbM
MMETD HA QARIAL, KOETO O3HAUABA, UE MPUKAYEHAST
DAA HE B KAPTUHKA, A NMPOIPAMA, KOSTO WE CE

CTAPTUPA, WOM CE OTBOPM MNPUKAUEHIMS GAIAA.




©. BHUMABA CE C PAALLUBUTE MPEAYNPEKAEHUA 34 BUPYCU. barLBUTE NPEAYNPEXKAEHIA 3A BUPYCU
CA USBECTHIM KATE "HOAXES". TOBA E DAALLIUES CHOBUWEHUE, KOETD MNOABEKAA MOTPEBUTEAUTE AA BAPBAT,
YE CA MOAYUMAK BUPYC 1 T HACLPUABA AA NMPEMPATAT NMPEAYNPEXKAEHUETO HA BCEKM, KOTOTO MO3HABAT.

7‘. He oTBAPATE UMEBIA, CBABPHKAW HEKEAAHA

PEKAAMA. TOU MOSKE AA BbAE UBMOAZBAH 2A L. HE CE UBNOAZBA CAMO EAHA

MPEHACTHE HA 'BM'P"(G!/I M YEPBEU. OT CbOBPASK EHIMSA NOWEHCKA KYTUA 3A BCUUKO.

3A CUMNYFPHOCT BU TPABBAAD AA USTPUBATE BCUUKHK CNEUMAAUCTUTE NO
PERKAAMHU CBOBLWEHUA OT HENOSHAT U3NPALAK KUBEPCUIMYPHOCT MPENOPBUBAT AA
BEAHAIA, BEZ AA TU OTBAPHTE. CE OTKPUBAT HAKOAKC PASAKMUHIA
nouiu 1 AA Ce PASAEASAT MO

NMPEAHASHAUEHE.

ﬁ . N2BArBAMTE AA NPENPAWIATE
NUCMA MEXKAY HAKOAKOD BALLI
NoWEHCKK KYTUKA.

1.0. He & nrencebunTeAHO AA CE MPEMPAWAT MUCMA AD HSIKOAKD UOBEKA EAHODBPEMEHHD.
OCOBEHO TAKBA, OT TUMA - "MPEMPATETE M0 AC 7 UOBEKA U WE BU CE CAYUM HEWO XYBABO" WAL
"MOMOTHETE HA BOAHOTO MK AETE, KATO MPEMPATHUTE TOBA MUCMO HA MHOID XOPA, EAM KO CA WE
M4 AAAE 3A BCEKA 2 UMEUAA 5 UEHTA, HANPUMEP. TE2UM NUCMA CE PAZMPOCTPAHSBAT C UEA
CHBUPAHE HA ABUCTBUTEAHM MMEMA AAPECH, Tb KATO MPK NPENPAWAHE, KbM NMUCMOTE CE
ADBABST ABTOMATUUHO U AAPECUTE HA MPEAHUTE NOAYHUATEAU. CABA HIKOAKS MPEMPAWAHUS, B
EAHO TAKOBA MUCMO CE CHBUPAT HAKOAKD CTOTHUM PEAAHI MIMEMA AAPECA, KOUTO CAEL TOBA CE
MPOAABAT HA PUPMU 34 CTTAM.




11 AKO BCE MNAK UCKATE AA NMPEMPATUTE HAKAKDBE TEKCT UAU UHGOPMALUS, KOSTO CTE AoAYUUAN,
KOMUPAMUTE TEKCTA W T UBMPATETE KATC HOBC NMUeMe. HE MPEMPAWAMTE MPEAHCOTE, BLIMPEKM YE B
MPUMAMAUBO NO-AECHO. TAKA WE MPEAMNASUTE MPUSTEAUTE CU OT BbAELUl CMAM.

12 . Axo NorAAL HAKAKBA MPAUMHA ABPKITE AA MPEMPATUTE OPUMTMHAAHOTO
MUCMO, CAOKETE AaPECA B BCC (BLND CARBON GD'PY) BMECTE B CC. TAKA

HUKOWM OT NOAYUATEAUTE HAMA AA BUAU AAPECUTE HA APYTUTE MOAYUATEAU.

MPUUHMHATA AA O USNOASBATE HE E AA CKPUETE NOAYUATEAUTE EAUH OT APYT, A
AA TW MPEAMASUTE, B CAYUAIN UE AAPECHATA KHIMA MAKM EABKTPOHHATA MOWA HA
HSIKOM OT TAX CTAHE AOCCTBMNHA HA CNAM-BOT (HANPUMEP NOPAAU BUPYCHA
MHGEKUMS HA KOMMIOTBPA MY).

1.3, BHUMABAITE C USMAMHU CHOBUWEHIUS, UE CTE CIIBUBAUAM OT
AOTAPUSATA: HE CTE CMTEUEAUAU. CMAMBPUTE UBMNOAZBAT HAM-PASAUUHIA
NPUMAMALBN SATAABUS HA MUCMATA, 3A AA HAKAPAT NOAYUATEAS AA TU
OTBOPU. MHOMD NOTPEBUTEAU HAUCTUHA OTBAPST NOACBHI NMUCMA. Ao
CAEA OTBAPSHETD BEAHAMA AA IO UBTPUETE, CAMOTO OTBAFPSHE HA
MUCMOTO B MOTAD AA NMOTEBPAU, UE AAPECHT E PEAAEH U BUE CTE IO
MNoAYHYUAM.

1 4. OTNUCBALITE CE OT BIOABTUH/EABKTPOHHO CMUCAHUE, 3A KOUTD HE NOMHUTE AA CTE CE
SAMNMUCBAA. qEGTO CPEWAH METOA, M3MNOAIBAH OT CMNAMBPUTE 3A HAMUPAHE HA AKTHBHKMTE NOWEHCKIA
AAPECU., UZMPAWA CE BIOAETUH C AUHK 3A OTNIUCBAHE (Y3K) OT NOAYUABAHETO MY. OTTIUCBAMKM CE,

BCBUHOCT MOTPEBUTEAST MOTELPKAABA, UE USMOASBA MNOWEBHCKATA KYTUS, C KOBTO BEAHATA BAMBA B
CNAM AUCTUTE. BMECTD AA CE OTTIUCBATE, BAOKUPAITE NOAYUABAHETO HA MUCMA OT TO3M AAPEC.

g




1.5 He oTBAPAMTE MUCMA, KOUTE CA GULIMH ATARU. HAA-ACBPUAT HAUMH AA CE SAULMTUTE OT GULIMHT
ATAKU B KATO HUKOTA HE OTBAPSTE GULLUHT NMUCMA, HO UBCTO E TPYAHO AA CE PASMNO3HAE KOE MNUCMO €
PULLIHT ATAKA. MOSKETE AA T PARNCIHAETE MNo:

* OBPBUWEHUETD E "DEAR CUSTOMER" UAM "DEAR USER", A HE BALLETO UME.

¢ B nuecMoTe MULLE, UB AKAYHTDT B WE BbAE MPEKPATEH B CAYUAR, YE HE MOTBLPAUTE AAHHITE CU
HE2ABABHD. /HACKOPC CNAMBPUTE M3NOAZBAXA NOACBEH NOXBAT KOTATC CKAVIM CE CPUHA 34 1 AEH.

PAZNPOCTPAHXA CHOBUEHUS, YE CRAUN WE UMCTU HEAKTIABHIA ARAYHTU M CE MCKALLIE AA CE PASNPATH

CHOBUWEHUE HA NOHE 15 NOTPEBUTEAS, 3A AA CE ACKANKE AKTUBHOCT./

* UMEMABT MABA OT AKAYHT, NPUAUUALL, HO HE EAHAKDE C TO3U, KOUTD USMNDASBA USBECTHA PUPMA,
CPTAHUSAUMA U AP. AKO HE CTE CUMYPHIM AAAM MUCMOTO B GULLMHT MAM HE, HAM-ACBPE B AA HE OTBAPATE
AVIHKOBE, KOUTC CA NMNYBAUKYBAHU B HEMO, A AA HAMNUIWIETE HA PhKA AAPECA HA CAVTA, KOUTD BU E
HEOCBXOAMM.

* AKO CTE NOAYUMAM TAKOBA MIACMO, 3A MPEAMNCUNTAHE B AA BAODKUPATE AAPECA, OT KOUTO B UBNPATEHO.
KOrATO ro BAOKUPATE, BUE AABATE YRASAHUA HA NOWEHCKUST KAUEHT, UE TOBA E CMAM W HE TPABBA AA
CE MPUEMA. [NOBEYETD NOTPEBUTEAM OBAUE MPOCTE UBTPUBAT CMAMA M TOM MPOABAKABA AA MABA B




CHbBETU 3A BAPABRETO

3BA AA PABOTUTE HA KOMMIOTDP, BE3 AA YBPEAUTE CBOETD SAPABE, PEAYBAUTE OHAALIH 1
OBAANH ABHHOCTI 1 CTIASBANTE CABEAHITE MPABMAAL




3A AA HE YBPEAUTE 3PEHUETO CU: —
* PASCTOAHUETO MEXKAY OCUUTE KM MOHUTOPA TPABBA A4 BBAE OKOAD MOACEMH METDEP;
* PASCTOAHUETD MEKAY OHUTE K KAABUATYPATA AA BbAE OKOAD MNOACBIH METDP;
L BLPXY MOHUTOPA HE TPABBA AA NOMNAAA MPAKA CADHUERBA CBETAUHAS
* HE PABCTU B CTAS, KPAETO MMA CMECEHA CBETAMHA — CABHUEBRA U M3KYCTBEHA;
* BPEAHDO 3A OUUTE B, AKC 2AA MOHUTOPA UMA MNPO2OPEL BE2 WOPU U BABECH;
* 3A AA OTTIOUMBAT OUMTE, OT BPEME HA BPEME OTMECTBAL MOTABAA OT MOHUTOPA M MOTAEKAAM
MPE3 MPOBOPEUA A KDM HAM-AAAEUHINSA KPAIA HA CTASTA BbPXY AANEWEH OBEKT;
* EAUH NPT B TOAUHATA NPOBEPTBAL ZPEHUETO CU MPU OUEH ABKAP (DCPTAAMOADF).

IMPL PABOTA C KAABUATYPATA:
* HE NPEMbBAM KUTKATA, KOTATO NULLEBLL;
/" * CIrBBAM ABKO NPHETUTE HA PBRATA U OTTIYCRA NAABUAS
\:E O * AOCBPE E AA UBMOAZBAU KAABUATYPA C KAABULLM,
. KOUTO CA MNOA ABK HARAOH.

MNP PABOTA ¢ MULLIKA:
* MULLKATA TPAIBEBA AA BBAE C PASMEPA HA ANAHTA;
* HE ABMMNKIA MIMWKATA CAMO C MAABUA 1 MAAKIA MPBCT;
* MNOAZBAK NOAXCAAWA NOAACKEA 3A MULLKATA.

MEBEAUTE
* CTOADT TPABBA AA BBAE HA KOAEBAUA, C PEMYAUPYEMA BUCOUUHA HA CEAAAKATA U OBAETAAKATA,

KOSATO TPABBA AA OCUTYPU OMNOPA HA MPBBEHAUHIMA CTDBAB B OCBAACTTA HA KPBCTA;
* BIOPOTO TPABBA AA BDAE CTABUAHD U YGTDIJ‘IHM‘BD HA BUBPALIIA.




"Bez2onACEH UHTEPHET B, KOTATD MUCAULL EAHA CTBIMKA HAMPEA"
- AuaH KaraiaRues, MMPEACEAATEA HA CHEETA HA ABLATA KbM NPEACEAATEAS HA AASA,

“T CU MUCAULL, UE BCUUKD B MHTEPHET B HA WIPA, HO BHUMABAL,
BAUOTO 2BAA MOHUTOPA MOKE AA TE AEBHE BPATA.”

- Bateca PUAUNOBA, UABH HA CHBETA HA ABLLATA KbM MPEACBAATEAR Ha AASA
34 Codusa — reaa. '

“UHTEPHETBT AHEC B ONACHA cMEC”
- KaauvHa KPbeTeraA, UAEH HA CBBETA HA ABLATA KbM MPEACEAATEASR HA AASA

34 OBAACT XACKOBD
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